






2013 31 5000 1.15
CCCDATAset D3M2012 , 2
3
True Positive Rate TPR True Negative Rate TNR
261 3 14





3 ASCII e + o
e 99.0%  100% o 99.0%  100%
17 ASCII 0 + i 0 97.5%  99.4%
i 98.5%  99.4% 7
2 3
7 ASCII e + i + o
e 99.0%  99.5% i 98.5%  99.5% o 97.0%  99.5% 7
3
31  ................................................................................................................................ 5 
1.1  ................................................................................................................................... 5 
1.2  ................................................................................................................................... 5 
1.3  ................................................................................................................................... 5 
2  ..................................................................................................................... 6 
2.1  ............................................................................................................................... 6 
2.1.1  .................................................................................... 6 
2.1.2  ........................................................................................... 6 
2.1.3  ........................................................................................... 7 
2.1.4  ...................................................................................................... 7 
2.2  ......................................................................................................... 7 
2.3  ......................................................................................................... 8 
2.3.1  ....................................................................................................................................... 8 
2.3.2  ....................................................................................................................................... 9 
2.3.3  ....................................................................................................................................... 9 
2.3.4  ..................................................................................................................................... 10 
3  .......................................................................................................................... 11 
3.1  ...................................................................................................................... 11 
3.1.1  .............................................................................................................................. 11 
3.1.2  .............................................................................................................................. 11 
3.2  .................................................................................................................. 11 
3.3  ................................................................................................................................. 11 
3.3.1  ............................................................................................................... 11 
3.3.2  ........................................................................................................... 12 
3.3.3  ........................................................................................................... 12 
3.3.4  .................................................................................................... 12 
3.4  ................................................................................. 12 
3.4.1  ............................................................................................................... 12 
3.4.2 ...................................................................................... 12 
3.4.3  .................................................................................................... 12 
3.4.3.1  .............................................................................................................................. 12 
3.4.3.2  ....................................................................................................................... 13 
3.4.4  ........................................................................................................ 13 
3.4.5  ................................................................................................ 13 
4  .................................................................................. 15 
4.1  .................................................................................................................. 15 
4.2  ................................................................................................ 15 
5 ................................................................................................................ 16 
5.1  ................................................................................................................................. 16 
5.1.1  ................................................................................................................... 16 
5.1.2  ............................................................................................. 17 
5.1.3  ................................................................................................................... 19 
5.1.4 ...................................................................................... 19 
5.1.5  .......................................................................................................................... 19 
5.1.6  .............................................................................................................................. 20 
5.1.6.1 ........................................................................ 20 
5.1.6.2  ...................................................................................... 20 
6 ..................................................................................................... 21 
6.1 TPR,TNR  .................................................................................................... 21 
6.2 TPR  ............................................................................................................. 21 
46.3 TNR  ............................................................................................................. 21 
7 ..................................................................................................... 24 
7.1  ....................................................................................................... 24 
7.1.1  ................................................................................................................................. 24 
7.1.1.1 ASCII  ......................................................................................... 24 
7.1.1.2 HTTP  ...................................................................................... 26 
7.1.2  ...................................................................................................................... 27 
7.1.2.1 ASCII  ......................................................................................... 27 
7.1.2.2 HTTP  ...................................................................................... 29 
7.1.3  .................................................................................................... 30 
7.1.3.1 ASCII  ......................................................................................... 30 
7.1.3.2 HTTP  ...................................................................................... 31 
7.2  ....................................................................................................... 32 
7.2.1  ................................................................................................................................. 32 
7.2.2  ...................................................................................................................... 33 
7.2.3  .................................................................................................... 33 
8  .............................................. 34 
8.1  ................................................................................................................................. 34 
8.1.1  .................................................................................................... 34 
8.1.2 ...................................................................................... 35 
8.1.3  .......................................................................................................................... 35 
8.1.4  .............................................................................................................................. 36 
8.1.4.1 ........................................................................ 36 
8.1.4.2  ...................................................................................... 37 
8.1.4.3  ............................................................................................................ 37 
8.1.4.4  ..................................................... 37 
8.2  ................................................................................................................................. 37 
8.2.1 2  ...................................................................................... 37 
8.2.2 3  ...................................................................................... 42 
8.3  ........................................................................................................................................ 49 
9  .................................................................................................................................. 51 
 ................................................................................................................................................. 52 
 .................................................................................................................................. 53 
 ................................................................................................................................................. 56 
A ............................................................................................................................................. 56 
A.1 Wireshark  .......................................................................................................... 56 
A.1.1  ....................................................................................................... 56 






















































































































































C&C (Command & Control)

















































 (Vector Quantization) 
K  K  K 
( ) [19]




















































































LBG+Splitting 2 4 8 16 4
5.1.6.2
( ) ( )
?????????????? ?????????????? ?????????????? ???????































 4 TPR TNR
261 6.1 A
TPR TNR 15 6.1








ASCII 0 f HTTP ASCII NL*
CR 0 5 A C M d e r t x





J 2 TNR 80%
23
6.1 TPR TNR 
6.2 ASCII i
6.3 HTTP
???? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
???? ???? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
??? ??? ??? ???
? ? ? ?? ? ? ? ??
??? ??? ??? ??? ??? ??? ??? ???
??? ??? ??? ??? ??? ??? ??? ???
??? ???
? ? ? ?? ? ? ? ??
???? ???? ???? ???? ??? ??? ??? ???

















ASCII i 7.1 7.2
2
7.1 ASCII i 1%
[ ] [%]
25
7.2 ASCII i 1%
[ ] [%]
7.1 7.2 x 59
ASCII i 1 59
x 1,000 ASCII
i 1 1000















2 7.3 HTTP 200















A ASCII o 7.5 7.6
7.1 7.2
A
7.5 ASCII o 1%
[ ] [%]
 28
7.6 ASCII o 1%
[ ] [%]
7.5 7.6 ASCII o 20
ASCII o 1,000




















2 7.7 HTTP 19










A ASCII i 7.9 7.10
7.1 7.2
A
7.9 ASCII i 1%
[ ] [%]
31
7.10 ASCII i 1%
[ ] [%]
7.9 7.10 ASCII i 59
ASCII i 1,000















2 7.11 HTTP 110






























































































































4 28 8 45 16 48
95% 2 23









8.6.1 8.6.2  7
ASCII 0 4 ASCII e 4 ASCII i
2 ASCII 0 4 ASCII e 4 ASCII p
4
ASCII 0 2 ASCII S 13 ASCII e
13 ASCII f 13 ASCII i 15 ASCII
o 14  ASCII p 10
ASCII 0 2  ASCII e 1 ASCII f
1 ASCII i 2 ASCII o 2  ASCII
p 1
2 .  
3
ASCII 0 ASCII o : 
ASCII 0 97.5%  100%  ASCII o 97.0%  100%
ASCII e ASCII o : 
ASCII e 99.0%  100%  ASCII o 97.0%  100%
ASCII o ASCII p : 
ASCII o 97.0%  100%  ASCII p 99.0%  100%
17
ASCII 0 ASCII i : 
ASCII 0 97.5%  99.4%  ASCII i 98.5%  99.4%
ASCII S ASCII e : 
ASCII S 98.0%  100%  ASCII e 99.0%  100%
ASCII S ASCII o : 
ASCII S 98.0%  99.1%  ASCII o 97.0%  99.1%
ASCII S ASCII f : 
ASCII S 98.0%  100%  ASCII f 98.5%  100%
ASCII S ASCII i : 
ASCII S 98.0%  100%  ASCII i 98.5%  100%
ASCII S ASCII p : 
ASCII S 98.0%  99.9%  ASCII p 99.0%  99.9%
ASCII e ASCII i : 
ASCII e 99.0%  99.5%  ASCII i 98.5%  99.5%
ASCII S ASCII e : 
ASCII S 98.0%  100%  ASCII e 99.0%  100%
ASCII e ASCII f : 
ASCII e 99.0%  99.5%  ASCII f 98.5%  99.5%
ASCII e ASCII o : 
ASCII e 99.0%  99.5%  ASCII o 97.0%  99.5%
ASCII e ASCII p : 
ASCII e 99.0%  99.5%  ASCII p 99.0%  99.5%
ASCII f ASCII i : 
ASCII f 98.5%  99.6%  ASCII i 98.5%  99.6%
ASCII f ASCII o : 
ASCII f 98.5%  99.5%  ASCII o 97.0%  99.5%
ASCII f ASCII p : 
 42
ASCII f 98.5%  99.6%  ASCII p 99.0%  99.6%
ASCII i ASCII o : 
ASCII i 98.5%  99.6%  ASCII o 97.0%  99.6%
ASCII i ASCII p : 
ASCII i 98.5%  99.6%  ASCII p 99.0%  99.6%
ASCII o ASCII p : 





4 1 8 6 16 2
95% 2 16 4
8 8 68 16 1
95% 95%
7
? ? ? ??
?? ? ? ?
?? ? ?? ?














8.8.1 8.8.2 8.8.3 8.8.4 8.8.5 8.8.6  7
ASCII 0 11 ASCII S 4 ASCII f
4 ASCII i 3 ASCII o 34
ASCII S 13 ASCII e 43 ASCII f
63 ASCII i 65 ASCII o 62  ASCII
p 19
2 .  
7
ASCII e ASCII i ASCII o : 
ASCII e 99.0%  99.5%  ASCII i 98.5%  99.5%
  ASCII o 97.0%  99.5%
ASCII e ASCII f ASCII o : 
ASCII e 99.0%  99.2%  ASCII f 97.5%  99.2% 
  ASCII o 97.0%  99.2%
ASCII e ASCII f ASCII o : 
ASCII e 99.0%  99.2%  ASCII f 97.5%  99.2% 
  ASCII o 97.0%  99.2%
ASCII e ASCII f ASCII p : 
ASCII e 99.0%  99.3%  ASCII f 97.5%  99.3% 
  ASCII p 99.0%  99.2%
ASCII f ASCII i ASCII o : 
ASCII f 97.5%  99.2%  ASCII i 98.5%  99.2%
  ASCII o 97.0%  99.2%
ASCII f ASCII i ASCII p : 
ASCII f 97.5%  99.2%  ASCII i 98.5%  99.2%
  ASCII o 97.0%  99.2%
ASCII f ASCII o ASCII p : 
ASCII f 97.5%  99.1%  ASCII o 97.0%  99.1%
  ASCII p 99.0%  99.1%
8.3
8.2 7
ASCII o 2 ASCII
0 ASCII e 97.0% 100%
ASCII o e ASCII o e
1 10 ASCII o e

















-20 -15 -10 -5 0 5 10 15 - (ASCII e o )







CCCDATAset2009, 2010, 2011 D3M2012, 2013 PRACTICE2013
2
ASCII HTTP True Positive Rate TPR
True Negative Rate TNR








3 ASCII e + o
e 99.0%  100% o 99.0%  100%
17 ASCII 0 + i 0 97.5%  99.4%
i 98.5%  99.4% 7
2 3
7 ASCII e + i + o





[1] Yusuke Otsuki, Masatsugu Ichino, Soichi Kimura, Mitsuhiro Hatada, Hiroshi Yoshiura, 
Evaluating payload features for malware infection detection 55 2
2012(MWS2012), pp. 691-698 2012 11
[1]








 DICOMO2012 2012 8
[1] Masatsugu Ichino, Yusuke Ohtsuki, Mitsuhiro Hatada, Hiroshi Yoshiura, Detection of 
malware infection using score level fusion with KernelFisher Discriminant Analysis, 
IEEE Global Conference on ConsumerElectronics, pp.536-537, October 2013. 
[2] Kenji Kawamoto, Masatsugu Ichino, Mitsuhiro Hatada, Yusuke Otsuki, Hiroshi Yoshiura, 
and Jiro Katto, Evaluation of secular changes in statistical features of traffic for the 
purpose of malware detection, The 1st International Workshop on "Data Mining for 
Info-Communication Service and its Diffusion" (DMICSiD2012) in SNPD2012 / 
Springer ,pp.1-11, 2012 selected outstanding paper
 54
[1]
[1] . , 2007. ISBN: 978-4819019170. 
[2] Mcafee. / . 
http://www.mcafee.com/japan/security/rp automotive system security.asp.
[3] Kaspersky 2013
(http://www.kaspersky.co.jp/news?id=207585920
[4] Vol. 51, No. 3, pp.235-303 (2010)
[5] , 2006
(http://www.soi.wide.ad.jp/class/20060031/slides/27/index_9.html) 










[11] ,Le Malecot Erwan, , :DHCP
IP , No.41 p55- 60(2008-5)  
[12] , , , 








[16] Wei Lu et.al Automatic Discovery of Botnet Communities on Large-Scale
Communication Networks the 4th International Symposium on Information  Computer
andCommunications Security 2009 
[17]




[20] Linde Y, Buzo A. and Gray R An Algorithm for Vector Quantization  IEEE Trans, 
Commun, Vol.28 No,1 pp84-95,1980 
[21]  Cyber Clean Center
 ( CCC )
http://warp.ndl.go.jp/info:ndljp/pid/286615/www.ccc.go.jp/index.html







CQ 112(288), pp. 7 12, Nov. 2012. 
[25] Rong-En Fan Kai-Wei Chang, Cho-Jui Hsieh, Xiang-Rui Wang, Chin-Jen Lin 







Wirwshark [26] Wireshark 
Gerald Combs network protocol analyzer 800 
85000 display filter Wireshark 













ip:addr == IP 
2. HTTP 
tcp:port == 80&&http 
3.
